
Sanctions Testing Peer Assessment 
Understand, compare and optimise your  
sanctions compliance programme

Compliance with sanctions 
regulations is a top priority for 
financial institutions and a major 
part of their overall compliance 
strategy and investment. 

SWIFT’s Sanctions Testing Peer 
Assessment service helps financial 
institutions understand and compare 
the performance of their sanctions 
compliance systems and practices to 
those of equivalent institutions with similar 
business and risk profiles. The Peer 
Assessment report allows compliance and 
operational teams to understand their filter 
performance in relation to industry best 
practice, compare and quantify their risk 
appetite, and identify areas to optimise 
effectiveness and efficiency.

Financial institutions have invested 
heavily in sanctions compliance systems, 
processes and personnel in response to 
intense regulatory pressure. The common 
objective is to put programmes in place 
that are robust enough to prevent illicit 
transactions, while mitigating risk and 
allowing legitimate business to continue 
without interruption.

Compliance teams face the constant 
challenge of maximising effectiveness 
and efficiency, while managing cost and 
risk – and addressing constantly evolving 
regulatory requirements. 

If you are responsible for sanctions 
compliance, you have probably asked 
yourself some of the following questions:

— �How well would my sanctions filters 
and related systems and processes 
perform when subjected to stringent 
third-party testing?

— �How would this performance compare 
to that of other institutions with similar 
business and risk profiles?

— �What gains in effectiveness and 
efficiency could I achieve by tuning my 
sanctions filters and related systems 
and applying best practices?

SWIFT developed Sanctions Testing 
Peer Assessment to help you answer 
these questions. The service starts by 
thoroughly testing the performance of 
your sanctions filter(s), and puts this 
performance into context by comparing it 
to results from peer institutions. It provides 
a framework for comparison based on 
the size of your institution, the type of 
sanctions filter you are using, and your 
business and risk models.

This combination of third-party testing, 
comparison and analysis gives you 
assurance about what you are doing well. 
It also identifies opportunities to optimise 
performance by implementing industry 
best practices. 

You learn whether your filter, sanctions 
lists, configuration and rules are operating 
as expected, whether the filter setup 
and your risk appetite is similar to peers, 
where the filter may be performing too 
strongly, or where there may be areas for 
improvement. This allows you to decide 
how your filter environment might be 
improved for increased effectiveness, 
improved efficiency and better risk 
mitigation.

SWIFT provides Peer Assessment on a 
consultancy basis, using a performance 
baseline of aggregated, anonymous data 
from participating Sanctions Testing users. 

Benefits

	 �Compare your sanctions filter 
performance with equivalent 
institutions

	� Easy-to-read, standard, actionable 
reporting

	� Exact and fuzzy matching 
performance

	 Third-party testing and evaluation

	� Community-driven, standardised 
approach

Identify and apply  
sanctions compliance  

best practices

Compliance Services



You must agree to contribute to this 
baseline in order to participate in a 
Peer Assessment. Results of your own 
performance remain confidential.

Improving transparency
The Peer Assessment report provides the 
insight and understanding that is key to a 
strong compliance programme. It provides 
transparency in terms of your filter’s 
coverage and configuration, and allows 
you to understand your risk profile and 
how risk models are operating in the filter. 

Sanctions compliance starts with 
understanding the effectiveness of your 
filter and whether transactions and 
customer details are correctly screened 
against target names. Getting the 
configuration right to ensure coverage of 
the correct sanctions lists, the correct list 
elements, and the fields and data types 
to be screened is not straightforward, 
however. 

The Peer Assessment enables you to 
assess your filter’s matching performance 
across key indicators that allow the 
coverage and configuration to be 
understood and compared to your peers. 
Key indicators include exact match 
performance, derived indicators including 
short names, algorithmic strength and 
fuzzy matching.

Fuzzy matching refers to how well your 
filter detects names that are similar to, but 
not exactly the same as, the names on 
sanctions lists. Performance is measured 
across multiple variations of the names 
on sanctions lists for both payments and 
customer screening.  

By capturing common misses and 
applying a standard assessment approach 
to measuring filter fuzzy matching 
performance, the Peer Assessment helps 
you to quantify the level of risk that your 
institution is prepared to tolerate and to 
understand your institution’s risk profile in 
relation to matching performance. Your 
Peer Assessment report indicates whether 
your results and filter settings are in the 
mid-range, compared to industry norms.

Easy-to-read, actionable 
reporting
Peer Assessment reports are easy to read 
and understand, with clear, actionable 
information. The report provides key 
indicators of your filter’s performance and 
allows straightforward comparison to peer 
institutions. 

Key indicators consider core and 
supplemental filter screening behaviour. 
Core sections highlight areas of key 
importance whilst supplemental sections 
provide insight into and understanding of 
your screening environment. You can see 
how your filter behaves compared to your 
peers and understand if you are following 
common filtering practice.

The approach allows you to focus on 
areas of importance to your compliance 
policy whilst providing additional details 
to inform your implementation and policy 
decisions for optimal performance.  

Understanding the way your institution’s 
risk appetite and screening policies 
are similar to and different from similar 
institutions can help you fine-tune your 
approach for greater efficiency and 
effectiveness. Understanding how your 
filter models operate and how they 
compare to your peers helps to support 
compliance decisions.

For example, you might learn you are 
screening for information that other 
institutions choose not to. Standardising 
your approach provides insight and allows 
you to focus on areas of real concern.

Industry best practices and 
standardisation
SWIFT developed Sanctions Testing in 
collaboration with many of the world’s 
largest banks, who use it to better 
understand and fine-tune their sanctions 
compliance systems and processes. 
The resulting baseline is the foundation 
for the Peer Assessment service and 
enables financial institutions to apply best 
practices within their own organisations.

The test details section of the Peer 
Assessment report provides feedback 
based on your results and how they 
compare to our overall knowledge of 
industry best practices. It also allows you 
to see the test details and file formats, and 
provides a percentage hit rate analysis of 
your baseline performance.
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PEER ASSESSMENT - PROTOTYPE Sanctions Testing – Peer Comparison

Peer Comparison Report: OFAC Sanctions Institution: EXAMPLEBANK
Peer Group: Tier 1 - Payment Screening - MT103

Filter Fuzzy Match Performance
Overview

Supplemental
Fuzzy Effectiveness by Depth

EXAMPLEBANK Comments on Supplemental Fuzzy Effectiveness by Depth:
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Summary: 
Fuzzy matching effectiveness is assessed across many thousands of fuzzy test cases and is designed to stress test the filter to assess the progressive reduction in 
effectiveness as names are varied through repeated application of different fuzzy derivations. Fuzzy tests comprise multiple replications of source records (Depth zero 
entries) with random derivations applied repeatedly at multiple fuzzy depths. Depth 0 entries are un-modified entries from a sanction list, depth 1 entries are those 
where one fuzzy derivation has been applied, depth 2 where two modification have been applied, and so on and so forth.
This test considered only Company and Individual prime entries taken from the OFAC SDN list.
Results provide details of the fuzzy matching performance of the filter with comparison to the peer group based on performance ranges. The upper and lower peer 
ranges are derived confidence intervals calculated from the peer group.  A 95% confidence level is used to reduce extremes of variance associated with observed peer 
performance, to filter extremes and  provide a fairer performance assessment. Where performance for a filter is significantly different from the underlying peer it is 
possible that results can lie outside the peer ranges.

Understanding the results: 
Fuzzy Effectiveness by Depth - The expectation of the test is that the filter matches 100% at depth 0, with reduced effectiveness observed at each fuzzy depth. A good 
fuzzy characteristic is where the filter shows gradual degradation in overall fuzzy effectiveness as depths increase, within or above the peer group ranges. Results are 
presented for Company and Individual entities separately as this may be significant to screening policy.

Fuzzy Effectiveness by Derivations (Depth 1) - The results show the depth 1 performance of individual derivation - where only one derivation has been applied to a name 
taken from the sanctions list. The results allow an understanding of the relative performance of the filter across the different derivations and also comparitive 
performance to peer group match rates. Higher match rates are generally considered to be better, however not all derivations may be considered to be relevant to the 
screening policy and risk appetite of all institutions. Results are presented for Company and Individual entities separately as this may be significant to screening policy.

Results present filter efectiveness across fuzzy depths 0 - 4, with comparison to peer performance ranges.

The results above are consistent with the expected performance of the institution's Transactions Screening filter. The filter …

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud 
exercitation ullamco laboris nisi ut aliquip ex ea commodo consequat. Duis aute irure dolor in reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla pariatur. 
Excepteur sint occaecat cupidatat non proident, sunt in culpa qui officia deserunt mollit anim id est laborum.

Sed ut perspiciatis unde omnis iste natus error sit voluptatem accusantium doloremque laudantium, totam rem aperiam, eaque ipsa quae ab illo inventore veritatis et 
quasi architecto beatae vitae dicta sunt explicabo. Nemo enim ipsam voluptatem quia voluptas sit aspernatur aut odit aut fugit, sed quia consequuntur magni dolores eos 
qui ratione voluptatem sequi nesciunt. Neque porro quisquam est, qui dolorem ipsum quia dolor sit amet, consectetur, adipisci velit, sed quia non numquam eius modi 
tempora incidunt ut labore et dolore magnam aliquam quaerat voluptatem. Ut enim ad minima veniam, quis nostrum exercitationem ullam corporis suscipit laboriosam, 
nisi ut aliquid ex ea commodi consequatur? Quis autem vel eum iure reprehenderit qui in ea voluptate velit esse quam nihil molestiae consequatur, vel illum qui dolorem 
eum fugiat quo voluptas nulla pariatur?
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	� Peer Assessment reporting also measures fuzzy matching performance. In this example, the 
institution’s fuzzy matching performance sits in the mid-range in comparison to its peers.

	� Peer Assessment reporting compares the effectiveness of your filter to peer institutions and 
shows whether you are screening for the same criteria as they are. This user’s filter had no 
misses, meaning it outperformed the majority of peer institutions. All peer institutions screen for 
this criterion, indicating best practice.

For more information, please contact your SWIFT account manager or visit  
www.swift.com/sanctionstesting.

List Details Records Misses
Effec-
tiveness

Peer Analysis Narrative

Regula-
tory list

Company 
Primes 
& Strong 
Aliases

5926 0 100%
xx% of peers 
miss some 
entries

xx%

No Misses

xx%
xx%

<=10 10+ Not Screened

xx%


